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Abstract tools are largely based on analytic Web workload models

The performance of popular Internet Web services is govthat have been developed and validated against measure-
erned by a complex combination of server behavior, netments in individual settings [4, 5, 9, 13, 14]. This synthetic
work characteristics and client workload — all interactingapproach has enormous benefits, since it is easy to set up
through the actions of the underlying transport control pro-and has the flexibility to explore a variety of workload pa-
tocol (TCP). Consequently, even small changes to TCP ofameters. At the same time, the underlying models require
to the network infrastructure can have significant impactcontinual re-validation with up-to-date empirical data and,
on end-to-end performance, yet at the same time it is chaly their very nature, synthetic models are unlikely to match
lenging for service administrators to predict what that im-any particular site’'s workload with high accuracy. More-
pact will be. In this paper we describe the implementa-over, few of these tools attempt to model the network con-
tion of a tool calledMonkeythat is designed to help ad- ditions of the client population and therefore are poor pre-
dress such questions. Monkey collects live TCP trace datélictors for changes in a site’'s implementation that are sen-
near a server, distills key aspects of each connection (e.gsitive to network characteristics.

network delay, bottleneck bandwidth, server delays, etc.) Another potential alternative is to implement protocol or
and then is able to faithfully replay the client workload in a network changes on a test server and then redirect a subset
new setting. Using Monkey, one can easily evaluate the efof real users to that server to evaluate the changes impact.
fects of different network implementations or protocol op- This approach has the benefit of being highly realistic, but
timizations in a controlled fashion, without the limitations g|so suffers from the risk that some users will be negatively
of synthetic workloads or the lack of reproducibility of live impacted. Ideally, this risk should only be taken when there

user traffic. Using realistic network traces from the Googlejs a strong reason to believe the change will offer a signifi-
search site, we show that Monkey is able to replay tracegant benefit.

with a high degree of accuracy and can be used to predict

. Our work represents a middle road — offering a high de-
the impact of changes to the TCP stack. ur w P : 'ng a hig

gree of realism while not exposing real users to risks during
testing. The tool we have developed, calMdnkey uses
1 Introduction captured traces to accurately replay an emulated workload
that is effectively identical to the site’'s normal operating
There are many factors that conspire to limit the perfor-conditions. To do this, Monkey infers delays caused by the
mance of Internet Web sites, including server responsglient, the protocol, the server, and the network in each cap-
time, client workload, network characteristics and protocoltured flow and then faithfully replays each flow according
behavior. However, each of these factors can vary consideto these parameters to recreate the original workload. This
ably between sites and their interactions vary as well. Conapproach allows a site administrator to recreate a real work-
sequently, itis challenging to knoavpriori which of many  |oad in a modified test environment — and thereby evaluate
potential optimizations will have an appreciable impact onthe impact of individual protocol, server or network opti-
a given site. Itis rarely cost effective to test these alternamizations. For example, a site with typically short data
tives exhaustively. Instead, administrators must make edfows might wish to explore the effect of modifying TCP’s
ucated guesses based on their understanding of their sitejisitial congestion window setting, or investigate the bene-

unique demands. fits of using the TCP SACK or DSACK options to reduce
In response to this problem, a variety of of synthetic loadspurious packet retransmissions.

testing tools have been developed [2, 3, 12, 19]. These To our knowledge, Monkey is the first tool of its kind

*Cheng performed this work on an internship at Google. and our initial experiences have been extremely positive.




Using traces gathered from the popular Google search sitégplib[7] tool, which simulates TCP applications (TELNET
we have been able to replay Google client workloads withand FTP in particular) through a combination of determin-
high accuracy. Moreover, we have been able to successstic application characteristics combined with statistical
fully predict the impact of changes made to the Googlemodeling of user behavior. The authors observed that wide-
TCP implementation on overall client response time. area TCP/IP traffic cannot be accurately modeled with sim-
In the remainder of this paper we discuss related workple analytical expressions, but instead requires a combina-
and then describe the design challenges and trade-offs ition of detailed knowledge of the end-user applications and
the Monkey system. We then describe the details of Monmeasured probability distributions of user workloads. Un-
key's trace collection and trace replay components and fiike Monkey, tcplib does not reproduce particular traces,
nally discuss our experiences using Monkey at Google tdut generates traffic according to the general characteris-
predict the impact of protocol changes. tics revealed in a set of measurement experiments.
Zhang et al. [21] studied flow rates with traces captured
from a large backbone ISP and discovered that short flow
2 Related Work rates are over 90% application-limited or limited by slow-
. .. start behavior. Most Google flows fall into this category,
In his 1999 HotOS paper, Mogul offers a general indict-\here HTTP response time is highly correlated to server
ment on the statement of systems benchmarking in use (Qyjication delay and client slow-start behavior. Barford et
day. He argues strongly that relevant benchmarks musy; (6] studied the cause of delays in general HTTP flows
predict absolute performance in a production environmentyqing 5 similar analysis, and under synthetic loads found
rather than simply focusing on quantified, repeatable reég,5; |ong response times are mainly contributed by server
sults in a carefully constructed laboratory setting [11]. Un-5q client delays. These results are generally consistent
fortunate!y, this goal has proved elusive in prgctlce and fewyith our traces of Googlé: While we were not able to di-
tools available today can offer strong predictions about f“'rectly reuse the analyses from these studies, their approach

ture performance. . informed our inference techniques.
Most existing HTTP load testing tools, such as

SPECweb99 [2], WebStone [19], Web Polygraph [3],
httperf [12] are based on synthetic models of Web traffic3 Design
[4, 5, 9, 13, 14]. These models are developed analytically
and then validated experimentally with measurement studMonkey is designed to emulate a real workload by emu-
ies. In particular, such tools are focused on creating reallating client behavior (e.g., request timing, client delays,
istic traffic mixes as a function of overall load — a role for and protocol implementation), server behavior (e.g., ser-
which they have been very successful. However, these tooldce delay and protocol implementation), as well as net-
typically are run on local area networks and ignore the im-work conditions (e.g., RTT, bandwidth and loss rate). Our
pact of variable wide-area network characteristics or protocurrent prototype is particularly focused on evaluating how
col interactions with different client operating systems.  changes in server implementation — particularly the TCP
An exception is the Nahum et al. study [14], which in- stack — affect HTTP response time.
vestigated the impact of WAN conditions on WWW server Monkey consists of two distinct componentstonkey
performance by combining synthetic experiments with anSeeand Monkey Do Monkey See captures TCP packet
emulated wide-area network [14]. While their experimentstraces at a standalone packet sniffer adjacent to the Web
only included static HTTP transactions, they still found thatserver being traced (in our case on a network tap in front of
variations in round-trip time (RTT), packet loss rate, as wella Google search server). It then performs offline trace anal-
as different TCP versions (Reno, NewReno, SACK) hadysis to extract observable link delays, packet losses, bottle-
significant impact on end-to-end response time. Howevemeck bandwidth, packet MTUs, and HTTP event timings.
Nahum'’s study did not attempt to replicate the workload orThis connection information is stored in a database to be
network conditions of garticular Web site and reflected used in the subsequent replay step.
the impact of a particular synthetic parameterization. Monkey Do consists of a network, client, and server em-
The open-source tcpreplay tool represents a very differulator residing on the same LAN. The network emulator is
ent approach to this problem [20]. Tcpreplay takes a packetesponsible for emulating the characteristics of client up-
dump and replays each recorded packet without transposgtream and downstream links. The client emulator models
or upper protocol knowledge — typically to exercise fire- client request timings and protocol behavior and directs its
wall and security systems. Although it can also be used tgpackets through the emulated virtual links. The server em-
replay traces against a server, tcpreplay does not separatkator models server delays and protocol behavior. Finally,
out network, client and server conditions and therefore it
will not reflect the impact of any changes to the test envi-

1The most significant differences result from Barford’s use of Linux
clients, whereas Goggle client population is primarily Windows based.
ronment. Windows clients delay ACKs during slow start leading to significant “ar-
A slightly more advanced approach is found in thetificial” delay for short flows



1. High-performance local network Monkey collects
traces directly in front of, notinside, the Google server
cluster. The delay between the sniffing host and server

cooge | | end is less than 0.5 ms and Monkey ignores this delay

sever | in RTT and bandwidth estimations.

Monkey See

H
h

H

H

H

H

! 132.239.1.2

H

h

H

. 2. Short flows Because most Google flows are rather
Trace short, ranging from 3-20 data packets, Monkey as-

Capturing

T ; sumes client downstream and upstream network path
Trace Info of 132.239.1.2 ; dynamics, such as RTT and loss, do not change during
P ot ferenramonter the lifetime of a connection.
TCP Delay ACK policy, Receiver Buffer Size 3. No reverse-path congestioblsing passive TCP anal-
5 Path el 90ms, 1% loss, 364KBps, MIU 1460 : ysis on server-side traces, it is not possible to perfectly

S->C Path: delay 90ms, 0% loss, 384KBps, MTU 1460

infer exactly which packets are lost. Consequently,
Monkey assumes that all losses occur on the server to
client path. Similarly, Monkey assumes that queue-
ing and congestion primarily occur on the server to
; client path. This is consistent with our bandwidth
Adicross Remapping measurements in Section 3.2. Moreover, in a previous
i nale measurement of loss distributions to and from pop-
: ular Web sites, Savage [17] found that over 90% of
losses happen on the client downstream link and sug-

gests that our assumption is reasonable.

Monkey Do

\L HTTP/TCP Info \L Network Info

Network H
Client Pl : 4. Well-provisioned serversWe assume that the server
Emulator yne Google H . .. . . .
Server : cluster is well provisioned with processing capacity.
LI P PLLIN ; In particular, we assume that the server will never
; queue packets for longer than a millisecond, and that
...... » DummynetPpe delays longer than this are caused by application de-
<> Networkunk : lays (e.g., search) or TCP flow/congestion control.
——> Program Flow H . )
This assumption holds true for the servers we used,
but may be invalid in less well-provisioned infrastruc-
Figure 1: The Monkey Architecture. Monkey consists of two tures.

components: Monkey See and Monkey Do. Monkey See traces ]
and analyzes TCP connections, while Monkey Do replays the 9. Flow independenceWe assume that bottlenecks are

connections by emulating both client and network behavior. independent and disjoint — individual connections do
not interfere with each other. While in the real world
it is possible that connections might share the same
a packet sniffer at the test server captures traffic during a  bottleneck link, our model would not capture such in-
replay experiment so that it can be analyzed and compared teractions during replay. Given the dominance of “last
to the original trace. mile” bottlenecks, the small size of each flow, and the
In the remainder of this section, we describe the Google  rarity of concurrent searches per user, we do not think
service environment examined in our study and the design  this assumption is unreasonable. The largest potential
challenges and implementation details. exception is client proxies, but in our experience large
proxies are also well provisioned with network band-
width. However, if this assumption were violated, our
3.1 Assumptions replay might underestimate the typical response time.

.......................................................................

In its current form, Monkey is not a completely general

tool. We have built Monkey in the context of the Google 32 Monkey See

service environment and consequently we have been abMonkey See captured packet traces udiimgcap  [1] on

to make simplifying assumptions based on our knowledgea PC host equipped with two Gigabit Ethernet cards (one
of this context. While most of these assumptions are comeach for inbound and outbound traffic). Because we use
mon to any popular Web site, it is prudent to understandhe standard interrupt-driven Linux kernel to acquire pack-
them before exploring the details of Monkey’s design andets, high data rates can overwhelm the host (in fact, during
implementation. our trace collections at Google our network cards dropped



an average of 90,000 packets per second). To manage the 1
packet drop rate, we reduce the amount of data captured by 0.9 |
sampling flows with randomly selected values for the last 08
octet. In our experiments we sub-sampled the traffic by a o7 |
factor of 90 using this technique. Further, Monkey prunes , o6 |
connections that have incomplete connection handshakess 5 |-
incomplete terminations (no FIN or RST) and incomplete 2 04 L
data sequences. We also prune connections for which it

is impossible to infer bandwidth estimates — typically ex- 02 L

tremely short flows that have no ACK pairs. o1l gzip ——
Once a trace is captured, Monkey See uses several anal- o L/, nffatednongzip —- -

yses to extract key network and client characteristics and 0 10 20 30 40 50 60 70 80 90 100

record these parameters into a replay database for each flow [Kops]

captured.

) Figure 2: CDF of estimated bandwidth of dialup clients from
Path MTU, Delay and Loss Client downstream and |evel3.net . Over 80% are below 56 Kbps. The non-gzipped

upstream path MTUs are extracted from the MSS TCP opeonnections over-estimate application-level bandwidth, while the
tions contained in the client and server SYN packets reinflated-nongzip line reflects the adjustment of a compression fac-
spectively. tor of 2.5. The gzipped connections are not affected by modem

Monkey estimates the path propagation delays by halySCMPressions.

ing the minimum RTT estimate. Since we are primarily

concerned with overall response time potential propagation 1
asymmetries are irrelevant. We use the minimum RTT be- 09
cause low bandwidth links, such as dial-up modems, can o8 |
have very large variability in queuing delay. The minimum 07

RTT is typically estimated between the server SYN-ACK , o6}
and the first client ACK since packet queuing delays are%'cj 05
usually small at this point. R 04t

As mentioned earlier, we assume the upstream path 03/,
(ACK channel) has no loss. The downstream path (data o2
channel) loss rate is estimated by counting the percentage o.1
of server data retransmissions. However, retransmissions o LK, L L L L L
may be spurious and cause Monkey to overestimate the 0 1000 2000 3000 4000 5000 6000 7000
loss rate. To address this problem, we employ the follow- (Kbpe]

ing heuristic. Assuming that packet reordering is rare, anyigyre 3: CDF of estimated bandwidth of DSL users from pac-
duplicate acknowledgment sent in response to a retransmige|| net. 9% have less than 56 Kbps and 90% connections have
sion indicates that the retransmission was spurious. Thergmandwidth beyond the maximum rate 6 Mbps. Note that time is
fore, we can compute the packet loss rate as the number @feasured with millisecond granularity, therefore bandwidth esti-
retransmissions minus the number of duplicate acknowlmates over 1.5 Mbps (1460 bytes/1ms) can have large errors.
edgments, divided by the number of total server packets
sent. In an environment using the TCP DSACK option [8],
we could disambiguate spurious retransmissions even in A challenge in using this technique is that TCP can de-
the presence of packet reordering, but it is not in use oay an ACK for up to several hundred milliseconds [18]
Google servers. while waiting to receive another packet. This delay can
Link Bottleneck Bandwidth. Monkey uses the packet lead to either under-estimates or over-estimates depending
pair technique to measure bottleneck bandwidth. As menon the timing. Therefore Monkey discounts bandwidth es-
tioned in Section 3, Monkey assumes that packet queuinjmates taken on ACK pairs that cover sequence numbers
and congestion only happen at the end of the server to clief@orresponding to data packets sent in separate bursts. On
path — the path from client to server is never congested@verage, we are able to extract approximately three or four
Hence, packets sent in a burst remain back-to-back wheandwidth estimates for each connection.
they arrive at the bottleneck link, e.g., modem, DSL lines, We have run two unit-tests to verify Monkey’s band-
etc. If the client acknowledges packets immediately, Mon-width estimation. The first test measures the dial-up band-
key obtains the bottleneck queue bandwidth by measuringvidth for clients from level3.net with DNS hostnames con-
the ACK time spacing. Sariou’s sprobe tool [16] uses ataining the keyworddialup . We noticed that many of
similar technique, but Monkey measures all possible ACKthese connections present higher effective bandwidth than
pairs while sprobe only uses one. the maximum downstream modem speed of 56 Kbps. The




cause for this discrepancy is that modern modems emplolevel.

on-line compression. Since we cannot infer the actual com-

pression ratio, we adjust the over-estimated bandwidth witrg. 3 Monkey Do

a conservative compression factor of 2.5 for transactions

containing non-gzipped HTML text [10]. As shown in Fig- Monkey Do uses a client emulator, a network emulator, and

ure 2, after this adjustment, Monkey estimates that 80% server emulator to replay traced connections, as shown
of connections have bandwidths less than 56 Kbps. That the bottom of Figure 1. All emulators run on separate

second test measures the ADSL bandwidth for hostnameasachines on a well-provisioned LAN.

containing the keywordsl from pacbell.net. As shown in

Figure 3, 88% of connections have bandwidths between 56 3 1 Network emulator

Kbps and the highest subscriber speed of 6 Mbps. Higher
rates in the graph represent over estimates. The network emulator uses Dummynet [15] to recreate the

TCP Delayed ACK Policies When replaying a connec- network conditions that were inferred from the trace dur-
tion, it is critical to understand the behavior of the client- N9 replay. For each HTTP connection, Monkey creates

side TCP implementation. In particular, for short flows oneW0 Dummynet “pipes” as the forward and backward path

of the most critical parameters is the delayed ACK poIicy.With the corresponding delay, loss, and bandwidth inferred

Since most Google flows (indeed, most Web flows in gen_from the original trace. Currently Dummynet can support

eral) are short and never exit TCP's slow start phase, th@PProximately 4000 simultaneous pipes (unique and inde-
rate of client ACKs may dominate the overall HTTP re- pendent network paths) while still forwarding packets be-

sponse time equation. In particular, while the Linux Tcptyveen the client and server emulator with less than a mil-
stack does not delay acknowledgments when it believes thisecond of delay added. ,

sender is in slow start, Windows clients delay ACKs uni- Monkey configures the Dummynet pipe queue lengths
formly. Monkey infers the delayed ACK policy in slow basgd on t'he sugge'sted value in [15].  For modem con-
start by comparing the number of ACKs and data packetg_lectlons with bandwidths less than 56 Kbps, both the up-

observed before the first loss occurs or the connection enngngandddovglnlink 3ipe queue It_engthhs areb5 %aqlé?:]s. For
TCP Receiver Buffer Size In addition to delayed ac- and cable modem connEections have bandwicins rang-

~_Ing from 56 Kbps to 6 Mbps, Monkey sets the uplink queue
% 10 packets and the downlink queue to 30 packets [15].

can significantly limit server response time due to prck—FOr the remaining high-speed connections, Monkey uses
ing on TCP flow control. Monkey records the advertlsedthe default queue length of 40 packets.

;escfh“éecrl_‘g::dbo"]l’fe(FWLNgc')”ﬂgﬁ;'éii:;}gg@?ﬁez p:zkoit_ At the start of replay, Monkey reads connection informa-
' uffer (w val tion from the replay database. For each connection, Mon-

;?lned rll?l the ImtlarlnSR(FNeVS?I\(l: l:/etl beicnatlasesv\\(/nd?]vésthd'r??r:skey creates a new replay TCP connection identifier (source
equently use a sma alue € a € “IP, source port, destination IP, and destination port) and

ﬁwaps it to the original TCP connection identifier. This map-

key Do does not emulate client TCP receiver window size ping enables the <.:Iient. a.n.d network emylators to assoc_iate
However, in an offine analysis we have determined tha‘replayed co_nnectlons initiated at the c_Il_ent emulator with
fewer tha’m 0.4% of connections are limited by TCP rowEhe approprl_ate emulated network conditions qt the net_work

. ' o . emulator. Figure 1 shows an example mapping for single
control in our traces. For server applications with larger

flows we expect that a better emulation of client bufferin connection.
P 9 Since Dummynet cannot do MTU emulation, Monkey
would be necessary.

uses the TCAMAXSEG socket option in our replayed

TCP Connection Termination. Some client TCP im-  ¢jient and server sockets to model MTU in our replay net-
plementations, notably Windows, send TCP RST to closgygrk. 2

connections rather than using an explicit FIN handshake.

Consequently, it is ambiguous if a RST is due to an abo;% 32 Client emulator

or a normal TCP close. Monkey assumes that if a RST ™

is delivered after the end of an HTTP response, the clienThe client emulator replays client HTTP requests in-

has received the data and intends to close the connectiosequence by establishing connections to the server em-

Note that, since the choice of RST or FIN does not affectulator through the network emulator. For each connec-

the HTTP response time, we have not emulated the RSTion, Monkey creates user-level sockets using the same

termination behavior in Monkey Do. TCP addresses as the replayed TCP connections. It then
HTTP messages Monkey records the content and the configures the TCP receiver buffer size and delayed ACK

timings ofeach HTTP message from the orlglnal trace. No- 2Since Linux often uses the internal path MTU instead of the user-

tice that we do not _need to decompress or parse the conteniSecified TCBMAXSEG socket option, we patched the kernel to always
of the messages since Monkey only replays up to the HTTlbey the user-specified TCP MSS.

to time constraints, the current implementation of Mon-




policies as recorded in Monkey Do (Section 3.2) using Clent Wb server D8 Server

the TCRRCVBUF and Linux-specific TCRQUICKACK connect () o
socket options, respectively. SYNAACK
To accurately emulate client behavior, Monkey needsto ~__ + ACK I
determine client event timings such as the connection start = ve1zy | e
and termination times, and the HTTP request time. Since \'r read()

Monkey only uses server-side traces, it infers the timing of . .
. . I Response Dela
events at the client based upon an estimate of the one-way : ’ !

network delay (half the measured RTT). It models the client y%
connection time as the SYN packet time in the trace minus ‘/ ;
this network delay, the HTTP request time as the first client '

packet minus network delay, etc.

3.3.3 Google server emulator  —— |
Finally, we describe our server emulator, how it emulates ‘,/

the HTTP behavior of a Google server interacting with a

client, and how we parameterize it to model HTTP perfor-

mance during replay. This is necessary because we can- 4/

not rely on a production server to accurately replicate the AN

trace’s application-level delays due to changes in the con- FN

tents of Google’s search result cache at different points in

time. v v v
The behavior and performance of a Google server fun-

damenta"y depends upon the nature of a Goog|e search rgjgure 4:Time line of packet flows and major eventsina Google

quest and response. A Google search request is usual arch replay. First the client connects to the server. After the
lRi{ndshake, the client might delay a small interval before it sends

short (1-3 packets). A Google search response is us _

. . _out the HTTP request. Upon returning froaccept() , the
alrlly ltog?fé (3_15h pa((j.:kets) dan? é Ons;Stﬁ ofdtwothpags. erver initiates aead() to receive the HTTP request. When
short, search-independent Google header ( .e 00gi%ad returns, the server might not respond immediately if the orig-
search form), and then the search results (see Figure 53| trace indicates a server response delay. Finally, the server
Figures 5b and 5c illustrate packet timings of two typicalwrites the header, stalls to model the server search delay, sends
Google search flows. In these figures, the x-axis shows theut the search result, and closes the connection.
time at which packets are sent and received by the Google
server and the y-axis shows the relative packets sequence ] ) ]
number from the start of the connection. The small hastPacket and the first response packet (which consists of the
marks connected by lines show data packets for the HTTEC0gle header). _ _
response sent by the server, and the large crosses show thd-inally, the server waits until the r_esult database returns
time and ACK sequence number of client ACKs receivedthe result — thequery delay Measuring thequery delay
at the server. Figure 5b shows a typical uncompresse@n be challenging since the time at which the server starts
HTTP response consisting of 15 response packets and 8 Send search result data is not explicitly apparent from
client ACKs. Figure 5c shows a typical gzipped HTTP re- Mor_lkey’s vantage point. This information is not directly
sponse consisting of only 4 response packets and 4 clieqailable from the packet payload, due to HTTP compres-
ACKs; note that the use of compression significantly re-Sion, nor can it be inferred purely from inter-packet delays

duces the number of packets exchanged between the senffCeé Similar pauses can be caused by congestion or flow
and client. control. Instead, we analyze two aspects of TCP’s behavior

Figure 4 shows the interaction of a Google client angto differentiate application-level delays (attri'buted' to
server as a time line of packet exchanges. To reproduce tH#€ry overhead) from network-level delays. First, since
server behavior in the replay, we measure the server delay<CP Packet delivery is ACK triggerédif the client has
in the original trace and emulate them in the replay. Firsficknowledged all outstanding server data packets, but
the client establishes the connection and sends the HTTIP€ Server has not sent more data, we can infer that the

request. The server typically spends several millisecond$e"ver has blocked waiting for application data. Second,
processing this request, a period of time we call the  SINCE Linux’s TCP implementation always packs data into

sponse delayNext, the server simultaneously queries thePackets of the lYIaximu_m Segment Size (MSS), we can tell
appropriate database and sends out the Google header it the servers sending buffer is empty after it sends a
the clier_1t. Therefore, we can measure tegponse delay 3Google servers use a version of Linux that includes the NewReno
as the difference between the timestamps of the last requesgtriant of TCP’s congestion control algorithm

'
I Query Delay
'

|
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/
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Figure 5:A Google Search and the corresponding TCP time-sequence graphs. (a) Google Search typically consists of a header and the
search result. The header is sent immediately but the search result is generated after 20-500 ms. (b) The TCP time-sequence graph of a
non-gzipped Google Search transaction. The first three packets consist of the header, followed by a search delay, then the search results.
(c) The TCP time-sequence of a gzipped Google Search transaction. Most gzipped transactions uses 1 packet for the header, and 2 to 4
packets for the search result. In (b) and (c). The small hash marks connected by lines show data packets for the HTTP response sent by
the server, and the large crosses show the time and ACK sequence number of client ACKs received at the server. The arrows point to the
first data packet that contains search result.

sub-MSS-sized packet. Based on these two observationis dominated by the round-trip time or if the client delays
we develop an algorithm to estimate thaery delayas the ACK of the previous packet, then this test will fail. In-

follows: stead we check if the current packet is less than full-sized
as an indicator that this is the end of a header sequence (this

GOOGLE-QUERY-DELAY (tcp_segments) heuristic will fail only if the size of last packet that contains

1 s« tep_segments|l] the header iexactlyMSS bytes). For example, in Fig-

2 p<s ure 5b, the 1st packet is acked after the 2nd packet is sent,

3 ¢« tep_segments|2] but 1st packet size i$287 < 1460 = M SS, hence the

4 whilec# NIL query delayis the interval between the 1st and 2nd packet.

5 do if c.snd_time > p.snd_time and If neither test is satisfied then we consider the next pair of

6 c.snd_time > p.ack_time packets until completion.

7 then return (s.snd_time, c.snd_time) After Monkey infers the server delay information from

8 else the trace, the server emulator uses it to mimic a Google

9 if c.size < MSS server. It accepts requests from clients, emulates the server
10 then return (s.snd_time, c.snd_time) delays by idling, then writes HTTP responses. The server
11 p—c emulator runs on the same kernel as the Google servers so
12 ¢ « c.next that kernel and protocol implementations are unchanged.
13

4 Methodology

In the above algorithnicp_segmentsi] refers to theth
segment sent by the server (i.&p_segments|0] refers to  In this section, we describe the types of connections in the
the SYN/ACK packet). The key goal of the algorithm is Google search traces we use to evaluate Monkey, and the
to detect which is the last packet of the Google header antardware platform we use for performing our experiments
which is the first query result packet and return the differ-in Section 5.
ence in their timestamps. For each pair of sequential pack-
ets, starting with the first data packet, we check if there is4_1 Traces
significant delay between the packets — that they are not
sent in the same burst — and that the previous packet wd=or the experiments in Section 5, we use Monkey See to
acknowledged before the current packet was sent. If so, weapture traces of TCP connections to the Google servers
estimate query delay as the interval between the first antbr replay with Monkey Do. Section 3.2 describes how
current data packets. For example, in Figure 5a, MonkeWonkey See selects TCP connections to capture in a trace.
correctly estimates thguery delayas the interval between Because these traces contain more than just Google search
the 1st packet and 3rd packet. However, if the query delayraffic, though, we also filter the connections based upon



application criteria as well. Since we are focused on | — —
Google search performance, we exclude all connections to g
all other Google services such as page ranks, images, news,
or group search.

We also exclude search connections from ISPs that pro-
vide search services from Google through dedicated prox-
ies. These ISPs have high network bandwidth and low net-
work latencies. As a result, their connections are usually
very short and the HTTP response time is dominated by
the RTT. 02

Finally, of the remaining Google search connections, we I
exclude searches that use persistent connections (25% of 0
search connections). Modeling persistent connections is i
a challenging problem since the HTTP response times are
highly dependent on the TCP effective window size at theFigure 6:CDF of relative error in HTTP response time per con-

server at the end of the previous transaction, and remaingsction for a trace of 6990 connections. Over 86% of connections
future work. have response time that are withir20% relative error.
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4.2 Experimental platform e L

For the experiments in Section 5, the client emulator is one
machine running Linux 2.4.20, the network emulator is an-
other machine running FreeBSD 5.1, and the server em-

ulator is a third machine running a Google Linux kernel. 0.6 - T
All machines have Pentium 4 2.66 GHz CPUs and 1 GB of
main memory, and are connected by a dedicated 100Mbit 0.4 - / .
Ethernet switch. /

02 | <56Kbps (782) e

>6Mbps (4727) -------- ]
totlal (699|0) —

5 Experiments
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In this section, we perform two experiments to evaluate the
effectiveness of Monkey’s replay features. First we evalu-
ate the ability of Monkey to accurately replay traces fromrigure 7: CDF of HTTP response time in replay and original

a Google server on the Monkey client, network, and servetrace, categorized in different bandwidth distributions.

emulators, demonstrating that Monkey can accurately re-

produce HTTP connection response times for a large frac-

tion of traced connections. Then we demonstrate Monkey’s For this experiment we use a trace of 6990 connec-
ability to predict the performance of a server optimization. tions from 2:15-3:06pm on a weekday in November, 2003.
To compare search transaction performance from the trace
with search performance of the replay, we use a metric of
relative error in HTTP response time. We compute relative
We start by evaluating how well Monkey can reproduce theerror as the replay response time minus the trace response
behavior and performance of Google search transactiongéme, divided by the original response time. A relative error
To do this, we compare the performance of search trang>f 0.0 indicates the replay response time matched the trace
actions to a Google server with the same search transaéesponse time exactly, a negative error indicates that the
tions modeled by Monkey. In this experiment, the Monkeyreplay underestimated response time, and a positive error
server emulator uses the same kernel settings as the Googflicates that the replay overestimated response time.
servers that originally performed the search requests. As- Figure 6 shows the CDF of the relative error in HTTP
suming that Monkey models the client, network, and serveresponse time across all replayed connections. The figure
behavior and performance accurately, then the HTTP reshows CDFs for all connections (“total”), as well as subsets
sponse times of the replayed search transactions shouff connections categorized by their HTTP response time;
match the response times observed in the trace. We dé¢he number in parentheses in the legend label of these CDFs
fine the HTTP response time as the interval from the timeshows the number of connections in the category. For ex-
of the first byte of the request received to the time of theample, the dark solid CDF curve shows the relative error
last byte of the response sent from the server. of the HTTP response time for all connections whose re-

5.1 Replay validation



sponse times.

In Figure 6 we saw that, when Monkey does not replay a
4 connection accurately, it tends to underestimate connection
response time. By manually inspecting various original and
replayed TCP flows, we found that Monkey’s replay tends

0.8

oo to have a more aggressive delayed ACK policy than the
connections from the Windows clients in the trace, which

04T } together totaled over 90% of all connections. As a result,
<10ms (1159) Monkey's replayed connections will tend to perform faster

02 1 than the original connections. Recall from Section 3.3.2

100-500ms (1077) -------- . ' .
>500ms (499) 1 that Monkey uses Linux to emulate the clients in a trace.

Lo O T The Linux delayed ACK timeout on average is less than the
Windows delayed ACK timeout. Linux provides a special
TCP_QUICKACK setsockopt option to control ACK time-
Figure 8: CDF of HTTP response time in replay and original outs, but th? kernel do_es not glways obey the option setting
trace, categorized in different minimum RTT distributions. and may still send an immediate ACK even when Monkey
disables it. Further, Linux always sends out an ACK after
it receives two consecutive in-sequence packets, but Win-
dows may send out only one ACK for data bursts of four
packets. As a result, the mean RTT in the replay is likely
to be smaller than the mean RTT in the original for these
tonnections.
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sponse times were less than 200 ms 200ms”), and that
there were 980 out of 6990 (14%) such connections.

From this graph we make a number of observations
First, Monkey performs reasonably well in reproducing
HTTP response times when replaying the traces. Over
86% of the connections replayed within20% relatve 5 2  Predictive replay
error. Second, when Monkey replay performance differs
from the original trace, it tends to underestimate responsslext we evaluate Monkey’s ability tpredict the perfor-
times. Over 60% of replayed connections had a negativenance of optimizations made to a Google server on a given
relative error. Third, Monkey’'s ability to accurately re- client workload. In this experiment, we (1) trace the per-
play connections correlates with the HTTP response timéormance of a client workload on an original Google server,
of the original connection. Monkey replays connections(2) trace the performance of an equivalent client workload
with fast response times more accurately than those witlon an optimized Google server, and then (3) use Monkey to
slow response times. For example, over 94% of connecreplay the workload from the original Google server on our
tions with response times less than 200 ms had a relativeerver emulator modified with the same optimization. By
error of £20%. And Monkey's accuracy progressively de- comparing the performance of the optimized Google server
grades for slower connections. At the other extreme, onlytrace with the performance of the replayed unoptimized
29% of connections with response times greater than 150fface on the optimized server emulator, we can evaluate
ms had the same relative error. We discuss this issue furthéonkey’s ability to predict performance of server modi-
below. fications using trace replay.

To study Monkey'’s replay ability from different perspec-  For this experiment, the optimization that we make to the
tives, we also correlate Monkey’s relative error to estimatedsoogle server and server emulator is to increase the TCP
bottleneck bandwidth and minimum RTT. Figures 7 and 8initial congestion window from 1 to 3. This optimization
show the CDFs of relative error in HTTP response time acimakes TCP more aggressive in sending data, thereby de-
cording to connections categorized by their estimated botereasing overall HTTP response time.
tleneck bandwidths and minimum RTTSs, respectively, of Ideally, we would like to use the same client workload
the original connections in the trace. From Figure 7, weon both the unoptimized and optimized Google servers in
see that Monkey’s replay accuracy also correlates with botsteps (1) and (2). However, it is impractical to do so. For
tleneck bandwidth. Monkey does well for high-bandwidth example, we could not shadow the same workload simulta-
connections, but progressively worse for low-bandwidthneously on two Google servers that differed in their initial
connections. Similarly, Figure 8 shows that Monkey doescongestion window but were otherwise exactly the same
well with connections with low RTT and progressively in terms in state and load. Instead, we use two equiva-
worse for connections with higher RTT. Given the resultslent workloads to the unoptimized and optimized Google
shown in Figure 6, the results in these graphs are not toservers. These workloads do not have the same TCP con-
surprising since bottleneck bandwidth and minimum RTTnections, but their overall distributions of connection per-
also correlate strongly with HTTP response time: higherformance (HTTP response time) are effectively identical.
bandwidths and smaller RTTs result in smaller HTTP re-As a result, although we cannot compare workloads on



1 . . . . . . : November, 2003. We then changed the TCP initial conges-

tion window of the Google server from 1 to 3, and imme-
08 L / i diately recorded a trade,,,,43 of the client workload from
2:15-3:06pm (the trace used in Figure 9 above). We then

used Monkey to replay the., 41 trace on the server em-
ulator running a Google kernel with a TCP initial window
of 3, resulting in a trace..,;q, Of replayed connections.

We evaluate the ability of Monkey to predict the perfor-
mance of an optimized server using a trace from an un-
0.2 - 1 optimized server by comparing the distributions of HTTP
,J 14:15-14:40 —— response times in trac€sepiqay andtc,nqs. The closer

L L L L L L L these distributions are, the better Monkey is at predicting
0 200 400 600 800 1000 1200 1400 the performance of this server optimization on an unopti-
fms] mized client workload.

Figure 9:CDF of HTTP response times for two halves of a trace Figure 10 shows the CDFs of the HTTP response time

collected from 2:15-2:40pm and 2:40-3:06pm on a weekday irflistributions for traces..na1, tcwnas, 8Ndtrepiay. COM-
November, 2003. paring the distributions of trace$.,,,q1 andt.nq3, We

see that increasing the TCP initial congestion window de-
creases HTTP response time, effectively shifting the distri-
bution left over 100 ms. Recall that.,., is a replay of
tewnd1 ON @ Google server emulator with TCP initial con-
gestion window set to 3, the congestion window value of
tracet.,nqs. Comparing the distributions df.p;., and
tewnds, We see that the distributions match well within the
200-550 ms response time range, demonstrating that Mon-
key can predict performance well for this optimization in
this range of client connections.
Recall from Section 5.1 that Monkey underestimates
HTTP response time for connections that originally expe-
S , , , e rienced relatively large response times in the trace. As a
0 200 400 600 800 1000 1200 1400 result, we expect thg..pq, distribution to also slightly un-
[ms] derestimate the.,,,43 distribution at large response times.
. Furthermore, in this experiment, Monkey overestimates re-
Figure 10: CDF of HTTP response times for traces.na1,  sponse times for connections with response times under
tewnas, @A trepiay. TrACeStewnds, Lewnd1, AN lrepiay haVe 900 mg This is because with an initial congestion window
7109, 6923, and 6841 connections, respectively. of 1, the connection is stalled waiting for a delayed ACK
from the client. This delay overlaps, and hides, the actual
earch delay — leading to an overestimate.
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a connection-by-connection basis, we can compare theit
overall distributions.
To validate this approach, we use a trace to a Googl§ Discussion
server from 2:15-3:06pm on a weekday in November,
2003. We divide the trace in half in time, from 2:15— While Monkey is able to offer strong predictive power in
2:40pm and 2:40-3:06pm, and compare the distributionshe Google environment, an obvious question is how well
of HTTP response time for both halves of the trace. Fig-this approach might generalize to other Web environments,
ure 9 shows the CDFs of the HTTP response time distrior even further to other TCP applications. In general, there
butions of the trace halves. From the figure, we see thadre several classes of problems presented by different envi-
the distributions are nearly identical. For the purposes ofonments: network dynamics, server emulation, and client
this experiment, we therefore consider two relatively shortanalysis.
workload traces taken immediately after each other intime |n its current form, Monkey makes several simplifica-
to be equivalent workloads in terms of their HTTP responseions in its network model which, while appropriate for
time distributions. Google, may require significant extensions for other set-
To evaluate Monkey’s ability to predict performance, wetings. For example, Monkey currently models packet losses
began with a trace..,,41 Of a client workload to a Google as independent and identically distributed. In environ-
server with its TCP initial congestion window set to 1. We ments with single flows long enough to stress intermediate
recorded trace.,»q1 from 1:30-2:15pm on a weekday in queues, the pattern of losses may be neither. Similarly, sev-
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